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Abstract

Context: Privacy legislation has impacted the way software systems are devel-
oped, prompting practitioners to update their implementations. Specifically, the
EU General Data Protection Regulation (GDPR) and the California Consumer
Privacy Act (CCPA) have forced the community to focus on users’ data privacy.
Objectives: Relying on the vast amount of data on developer issues available
in GitHub repositories, our aim is to gather empirical evidence on the issues
developers of Open Source Software discuss to comply with privacy legislation.
Method: We examined such discussions by mining and analyzing 32,820 issues
from GitHub repositories. We partially analyzed the dataset automatically to
identify law user rights and principles indicated, and manually analyzed a sam-
ple of 1,186 issues based on the type of concern addressed.

Results: We devised 24 discussion categories placed in six clusters: user rights
and consent, compliance implementation, documentation, data storing/sharing,
general compliance, and contextual adaptability. Developers mainly focus on
specific user rights from the legislation (right to erasure, right to opt-out, right
to access), addressing other rights less frequently, while most discussions con-
cern user consent, user rights functionality, bugs and cookie management.
Conclusion: The created taxonomy can help practitioners understand which
issues are discussed for law compliance, so that they ensure they address them
first in their systems. In addition, the educational community can reshape cur-
ricula to better educate future engineers on the privacy law concerns raised, and
the research community can identify gaps and areas for improvement to support
and accelerate data privacy law compliance.
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1. Introduction

There has been a shift in data privacy legislation worldwide. Major privacy
laws enacted in the last decade include the EU General Data Protection Regula-
tion (GDPR) [1] and the California Consumer Privacy Act of 2018 (CCPA) [2].
Other countries have followed suit by introducing laws specific to their regions,
such as the Brazilian General Data Protection Law (LGPD) [3] and the Cal-
ifornia Privacy Rights Act (CPRA) CCPA amendment [4]. According to the
United Nations Conference on Trade and Development, 79% of countries have
data protection and privacy legislation in place [5].

Software systems must comply with privacy legislation, and development
activities have been impacted by the introduction of relevant laws, which require
incorporation of user rights and other principles (e.g., user right to erasure,
data minimization principle) [6]. It is crucial to investigate and understand
developers’ concerns and approaches to ensuring privacy law compliance in Open
Source Software (OSS) repositories. Such insights can help practitioners improve
their development practices, help policymakers refine regulations, and support
educators in updating curricula to address these essential compliance issues
effectively.

To the best of our knowledge, there has been limited and only recent activity
towards linking privacy legislation and respective repository activities. Our
work complements attempts that use other sources to understand data privacy
considerations in software systems, such as analyses of Reddit discussions |7, §],
Q&A sites on privacy [9], and recent work that analyzes GitHub pull requests,
commits, and issues [10, 11, 12, 13, 14].
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User story: GDPR policy #6 IGDPR: customer ip addresses saved in logs #7155
© Closed @© Closed

opened on Apr 24, 2024 Owner | Edits v  Contributor = +*
opened on Apr 24, 2024 - edited by
As a: First time visitor

nopCommerce version: 4.60.x +
| want to be able to:

View the site policy Steps to reproduce the problem:
So that | can: 1. Disable setting customersettings.storeipaddresses
Know how my personal information is being collected and used 2. visit the store, and produce a log message that is associated to a customer. (i.e. with the

following http status codes: 400, 404, 500)
Acceptance Criteria: o . .

P 3. visit the logs in the backend, open the details page of the produced log message
1. A popup seeking users consent to use cookie 4. You will see the email of the customer with a link to the customer detail page and

2. A link informing users on how information is being additionally the IP address of the customer.

collected and used o N " " "
Based on the GDPR this is not allowed, as with this log file the displayed IP address can be

Action Plan Hint: directly associated with the customer.
Create a pop using javascript to request user consent on
cookie usage

Create a privacy policy page

Proposed solution:
If customersettings.storeipaddresses is disabled, IP addresses in the logs should not be
stored for registered customers (or even any customers).

Figure 1: Examples of privacy law compliance discussions in issues (usernames are hidden):
user story on privacy policy, relevant to the right to information (left) [15], and problem with
storing customer IP addresses, relevant to the purpose limitation principle (right) [16].

We have chosen GitHub as our data source because it hosts a vast amount
of software data, providing a good reflection of the typical issues developers
face when dealing with privacy legislation. Initially, we collected all available
issues that mentioned privacy laws: GDPR, CCPA, CPRA, and the UK Data
Protection Act 2018 (DPA). We are considering UK DPA as it sits alongside
GDPR. After appropriate filtering, we were left with 32,820 issues from 13,227
repositories spanning from April 2016 (official adoption month of GDPR by the
European Parliament and Council) to June 2024. We then performed automated
analysis on the filtered issues, while a manual examination was conducted on a
sample of 1,186 issues. We focused specifically on privacy legislation compliance,
examining issues that address aspects such as user rights from the legislation
(e.g., right to information) and law-specific principles (e.g., purpose limitation)
because these elements represent the actionable requirements developers must
implement to ensure legal compliance (two indicative example issues are de-
picted in Figure 1).

To guide our research, we introduce the following research questions (RQs):

e RQ1. Which privacy legislation user rights and principles are present in
developers’ discussions? We identified a number of user rights and prin-
ciples from existing privacy laws and examined their presence in GitHub
issues using both automated and manual analysis, with the manual analy-
sis performed on a representative sample of 1,186 issues. We found that a
limited number of rights are explicitly mentioned, with the right to erasure
and the right to opt-out being the most popular.

e RQ2. What concerns do developers discuss when dealing with privacy
legislation? To answer this RQ, we used a bottom-up thematic analysis
by manually examining the issue discussions sample and, when necessary,



relevant commits and source code, identifying categories of concerns de-
velopers have, such as privacy policy updates and User Interface (UT)
changes. The taxonomy created from this analysis includes 24 categories
placed into six clusters: user rights and consent, compliance implementa-
tion, documentation, data storing/sharing, general compliance, and con-
textual adaptability. We validated the taxonomy with experts and an
unseen dataset and also examined differences among categories.

Our work can assist practitioners in identifying which issues are more fre-
quent to address or discuss. It serves as an initial step towards automating
the inclusion of privacy guaranties through automated recommendations that
guide practitioners on handling law-relevant concerns, since we first need to
know which are the main areas of concern. Although our work cannot directly
indicate proven software compliance with legislation, as we relied on automated
and manual analysis of issues and not source code execution, the issue discus-
sions provide a good indication of the changes that needed to be discussed or
performed, and were completed by the project contributors (only closed issues
were considered).

The remainder of the text is structured as follows. Section 2 presents relevant
related work, while Section 3 describes the methodological process followed.
The empirical analysis for the RQs and the answers are presented in Section 4,
whereas a discussion of the main findings and implications follows in Section 5.
Section 6 discusses threats to validity, and finally, Section 7 concludes the paper
outlining future work directions.

2. Related work

2.1. Privacy topics analysis

Earlier than GDPR’s introduction, [17] focused on Privacy by Design and in-
vestigated developers’ views on how they approach privacy. Interviews were con-
ducted with 27 software developers and, among other findings, it was found that
developers use the vocabulary of data security to approach privacy challenges.
Considering also data privacy laws, developers’ discussions on Reddit were ex-
amined using qualitative analysis on 329 unique threads that mentioned different
forms of personal data from the r/androiddev forum [7]. The authors relied on
four privacy laws (CCPA, CalOPPA - California Online Privacy Protection Act,
COPPA - Children’s Online Privacy Protection Act, and GDPR) to extract rel-
evant terms for personal data (e.g., first name, phone number). Among the
privacy topics discussed, notice/consent, choice/participation, and accountabil-
ity were prominent. Another work on Reddit discussions used word frequency,
topic clustering (Latent Dirichlet Allocation - LDA), and classification, analyz-
ing 437,317 threads from r/webdev, r/androiddev, and r/iOSProgramming [8].
Regarding privacy laws, a significant change in topics and terms was observed
due to GDPR, whereas the change due to CCPA was less significant.



LDA was applied to 1,733 privacy-related questions on Stack Overflow and
then a random sample of 315 questions was manually analyzed [9]. In the qual-
itative analysis, drivers from laws and regulations (e.g., GDPR) were less com-
mon than other drivers, found only in 5.2% of the questions. However, references
to other regulations, such as the Health Insurance Portability and Accountabil-
ity Act (HIPAA), were present in the entire dataset. In the same line of work,
119 accepted answers were used to extract privacy-related advice, with most
cases referring to compliance with regulations (e.g., check if your privacy policy
is compliant, inform users when requesting permissions) [18]. Thematic analysis
of this sample also identified themes such as privacy policies, encryption, and
access control, but there was no analysis of specific user rights and law princi-
ples. A study employing LDA and TF-IDF (Term Frequency-Inverse Document
Frequency) that considered Stack Overflow, Information Security, and Software
Engineering Stack Exchange sites was conducted by [19]. Among the topics,
the Legal topic covers discussions on compliance with laws, such as GDPR and
CCPA, although the name of the laws was not used for data collection purposes.

2.2. Repository analysis on GitHub

Issues have been studied in earlier work to understand the overall adoption
of issue trackers, the relevant categories, how they are used by the project
community, and how they relate to project success [20]. [21] analyzed issue
comments from 12 projects on GitHub, examining human-centric issues, and
Privacy & Security was among the issues found. In the area of privacy, it was
investigated whether positive discussions on privacy-related issues can predict
privacy compliance, using GitHub and Jira issues [22]. The preliminary results
of the work achieved around 86% accuracy in automatically identifying privacy-
related issues using supervised machine learning techniques. In this work, no
law analysis was used.

A taxonomy of privacy-relevant requirements was created using GDPR, the
ISO/IEC 29100 privacy framework, the Thailand Personal Data Protection Act
(PDPA) and the Asia-Pacific Economic Cooperation (APEC) privacy frame-
work [13]. The issue reports of Chrome and Moodle were then classified in the
taxonomy, and it was found that in Moodle privacy-relevant issues were resolved
faster and had fewer comments than non-privacy issues, while in Chrome they
took longer to resolve and had more comments. GitHub commits relevant to
privacy legislation were analyzed and various characteristics, such as differences
between programming languages and terms and user rights appearing, were
examined by [11, 23].

The most relevant related work can be found in the following three studies.
Datler performed an automated classification of issues as GDPR-related [12].
A total of 541 samples were manually labeled as GDPR-relevant or not and
used to train a model, resulting in 2,260 labeled issues using 16 GDPR articles
and manual labeling. The articles were then grouped into: general applicability,
notice and consent, data subject control rights, data security, and organizational
requirements. These groups were compared on various properties, including the
number of comments and reactions. A survey with developers and an analysis of



pull requests were used to understand how GDPR affects Open Source Software
development [24, 10]. Data from 56 survey participants were analyzed, with
developers commenting on the impact of GDPR on data management, time
and costs, design, organization, and benefits. Regarding pull requests, it was
found that GDPR-related pull requests have more development activity in terms
of commits, additions, deletions, and files changed, as well as review activity,
while their sentiment remains stable over time. 652 GitHub issues were analyzed
quantitatively and the relation between roles, resolutions and data protection
issues were examined in a very recent work published after the completion of
our work [14]. The authors focused on how often data protection topics are
reported, what issues are reported, by whom, and how developers react. This
work analyzed a smaller sample of collected issues and focused on developers’
interaction, and not on the connection with user rights and principles, and
specific concerns.

2.3. Relation to previous works

Previous works have analyzed privacy issues using other sources of data
(e.g., Reddit [7, 8], Stack Overflow [18], survey data [24, 10]) or have focused
on different aspects of analysis (e.g., sentiment analysis and development activ-
ity of GDPR pull requests [24, 10], automated classification and relation with
GDPR articles [12], privacy-relevant requirements for software creation [13], in-
volved parties and status of GitHub issues and to a extent their content [14]).
No previous work has focused on specific privacy compliance concerns in OSS
repositories issues and relevant categorizations of developer concerns, linking
issues also with data privacy legislation user rights and principles, or has exam-
ined such a large dataset of issues (issues categories are indicated in a limited
way in [12, 14] and are compared in Section 5 of our work).

3. Methodology

The aim of our work is to understand the presence of data privacy legislation
in GitHub repositories and to create a taxonomy of issues discussed to comply
with the legislation. The whole methodological process is depicted in Figure 2.
Steps in white support dataset construction and pre-processing, while steps in
green support the RQs.

3.1. Privacy laws selection

Initially, we selected the following privacy laws before collecting relevant is-
sues available on GitHub: GDPR, CCPA, CPRA, UK DPA. We selected these
laws because they are highly visible privacy regulations that have had substan-
tial practical impact on software systems in Europe and the United States.
GDPR is the privacy law applicable in EU, while UK DPA and UK GDPR
sit alongside in the UK context. In the United States, there is no federal law
but CCPA (and its amendment CPRA) is the closest equivalent of GDPR and
operationally relevant state-level privacy regulation. Table 1 summarizes main
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Figure 2: Methodological process.

elements of the selected laws. In addition, two of the authors have research
experience with GDPR and compliance in software systems. We created the
following set of keywords that needed to be present in the issue:

General Data Protection Regulation and its abbreviation GDPR, California
Consumer Privacy Act and its abbreviation CCPA, California Privacy Rights
Act and its abbreviation CPRA, and finally Data Protection Act.

We did not consider UK GDPR separately, as it basically refers to the same
provisions of the EU GDPR. We also did not use the abbreviation of Data
Protection Act, DPA, due to its wider use (e.g., in Delegation of Procurement
Authority, Data Processing Agreement). As our focus is on compliance with
privacy legislation, we also did not include generic privacy terms such as data
privacy.

8.2. Rights and principles identification

As a preparatory step, we used the privacy laws considered in the study and
relevant online resources [25] to identify the basic user rights and law principles
and focus the subsequent issue analysis on these aspects [26]. As user rights and
principles from the laws are well-known, have been analyzed and made available
via online resources, we did not follow a formal methodological process using
text analysis of the laws for this part of the methodology [25].

User rights are fundamental in all laws, as they provide users with control
over activities on their data (shown in Table 2 with a comparison between
GDPR/UK DPA and CCPA/CPRA). GDPR indicates eight user rights that
are also present in UK’s Data Protection Act. CCPA has introduced five main
privacy rights, and CPRA two more. The right to opt-out of CCPA has a



Law Jurisdiction Effective Relevance for software systems

date
GDPR EU May 25, Software systems must be built with Privacy by
2018 Design, ensuring early integration of technical
measures (e.g., encryption, data minimization).
CCPA California January 1, Software systems must include mechanisms for
2020 opting-out of sale (of personal information) and
provide automated ways to answer access re-
quests for collected data.
CPRA California July 1, Requires systems to implement stricter controls
2023 over sensitive personal information and enforces
data minimization.
UK DPA UK May 25, Requires software systems to provide spe-
2018 cific protections for law enforcement processing

while maintaining data handling principles.

Table 1: Data privacy laws considered.

more limited scope than the right to object in GDPR, as it covers only selling
and sharing of personal information, while the right to access includes also in
a limited way the right to data portability of GDPR. Therefore, GDPR and
CCPA with CPRA share many rights: CPRA has in addition the right to limit
use of sensitive personal information and CCPA the right to non-discrimination,
while GDPR has in addition the right to restriction of processing, the right to
avoid automated decision-making, and more general rights to data portability
and to object. Moreover, in both GDPR and CCPA, users need to provide
their consent on the collection, usage, and processing of their personal data,
and they are typically informed about these aspects via the privacy policy of
the system. CCPA gives more emphasis on the possibility to opt-out at a later
stage, but removing consent is also feasible in GDPR. We also put an emphasis
on cookies in our study, as cookie banners are present in almost all systems
and their respect of user preferences is important, as users need to provide their
consent for their use [27].

In addition, a number of principles apply in GDPR with seven principles
in Article 5 (listed in Table 3). In CCPA, the notion of principles does not
formally exist but GDPR principles also apply, e.g., accountability, control,
and transparency are central in CCPA, while data minimization and purpose
limitation are implicit business obligations. We are thus, using the GDPR
terminology for principles in this work.

3.8. Rights and principles keywords creation

In order to be able to capture the above, we created a list of keywords
that capture different terminology of the user rights and principles and used
it in a subsequent keyword-based search within the issues text to answer RQ1.
For the keywords creation, we began with a published list from our prior work



GDPR (also UK DPA) rights CCPA /CPRA rights

Right to information (Articles 13, 14) Right to know [CCPA|

Right to access (Article 15) Right to access [CCPA]

Right to rectification (Article 16) Right to correct (inaccurate personal infor-
mation) [CPRA]

Right to erasure (Article 17) Right to delete [CCPA]

Right to restriction of processing (Article 18) —

Right to data portability (Article 20) Right to access [CCPA| (partly covered)

Right to object (Article 21) Right to opt-out (of sale/sharing of per-
sonal information) [CCPA/CPRA| (partly
covered)

Right to avoid automated decision-making —
(Article 22)

Consent removal equivalent Right to opt-out (of sale/sharing of per-
sonal information) [CCPA/CPRA]

Right to non-discrimination (or Right to
equal services and prices) [CCPA]

- Right to limit use of sensitive personal in-
formation [CPRA|

Table 2: User rights and equivalences in main data privacy laws.

containing variations of GDPR, CCPA and CPRA user rights [23, 28]. The
list had been created relying on prior experience of the authors on privacy
policies analysis [29, 30] and on related work in that area [31]. In the current
work, we expanded the list following text mining practices [32], considering the
different terminology that we found in issues during the initial stages of the
current work and all manual investigation of issues that we performed (e.g.,
Manual verification € Precision calculation step in Figure 2). The process was
performed in iterations and was continuously refined with new keywords added
during the whole process of dataset filtering and manual verification every time
a different mention of a user right was encountered. This process of adding new
keywords was performed by the two authors that undertook the data curation
part of the methodology until the final version of the keywords was produced
(both experienced researchers in empirical Software Engineering).

We then expanded the created list using suggestions from OpenAI’s Chat-
GPT (using GPT-5). Using zero-shot prompting, we gave as prompt the list
that we created for each user right and asked for additional terms that are
developer-oriented or GitHub-specific. We observed that some recommended
keywords were too narrow and implementation-specific (e.g., include metadata
in export provided among the keywords for the right to data portability, block
third-party data sharing provided among the keywords for the right to restric-
tion of processing) or would already include terms from other keywords (e.g.,
non-discrimination indicated in a longer keyword). One of the authors (the first
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GDPR principle Short description

Lawfulness, fairness and Data processing must be lawful and fair, while trans-

transparency parency is linked with the right to information.
Purpose limitation Purpose for the data collection needs to be defined clearly.
Data minimization Minimal data need to be collected and be relevant to the

processing purpose.

Accuracy Personal data need to be accurate and be kept up-to-date.

Storage limitation Data should not be kept for longer than necessary for the
purpose for which they are processed.

Integrity and confiden- Includes relevant security aspects.
tiality

Accountability Data controllers must show compliance with the other leg-
islation principles.

Table 3: GDPR principles descriptions.

coder of the manual analysis of RQ1 and RQ2) revised the suggested keywords
to remove such cases.

A dedicated list for the principles was also created, using the same approach
but with the list created from scratch. The list is more limited, as there is less
space for variation for the terminology of some of the principles (lawfulness,
fairness and transparency, accuracy, integrity and confidentiality, accountabil-
ity). For this reason, ChatGPT was used for enrichment only for the following
principles: purpose limitation, data minimization, storage limitation. A subset
of the terms used for the user rights and the list of all principles (without the
terms suggested by ChatGPT) are listed in Table 4. The complete lists and
the prompts employed are available in the replication package of the work with
564 and 79 keywords for user rights and principles respectively, while we also
created a short list with options for user consent with 12 keywords [33].

3.4. Data collection

Data collection took place in late 2024 and included all relevant issues until
June 2024. Data were collected using the GitHub API, with a search within
issues discussions. We focus our analysis on issues, as they are useful items in
a repository to plan, discuss, and track work, and have also been used in prior
work [21, 34]. We collected only publicly available issues, following the Terms
of Service of GitHub and the relevant API terms (Section H) [35]. The initial
size of the dataset is shown in the first column of Table 5.

8.5, Initial data filtering

We reduced the size of the dataset via a number of filtering steps explained
in this and the next subsections (steps in top part of Figure 2).

Date filtering. We removed issues that were created before the respective
law’s signing date: April 14th, 2016 for GDPR, June 28th, 2018 for CCPA,
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Main term Additional terms

Right to opt-out withdraw consent, remove consent, opt(-)out, do not sell user(s)
personal information, do not sell (my /his/her/their) personal
information, take back consent, drop consent

Right to erasure allow deletion, right to delete, right to/of deletion, right of era-
sure, right to request deletion, right to be forgotten, right-to-be-
forgotten, erase information, request erasure, request to erase,
erase the personal data, erase (his/her/their/any/user/users)
personal data, erase (his/her/their/user/users) data, right
to erase, erase (his/her/their/user/users) information, user(s)
delete, data delete, deletion right, deleting right, delete right,
delete request, delete flow, forget data, forget visitor data

Right to access right of/to access, right of/to disclosure, right to disclose, ac-
cess (his/her/their) personal data, access (his/her/their) data,
access (his/her/their) personal information, access information,
obtain a copy, request a copy, request and receive information,
request access, access data, right access, access right, data ac-
cess, receive data, request (his/her/their) data, request infor-
mation

Principles lawfulness, lawful, fairness, transparency, transparent, purpose
limitation, data minimiz(/s)ation, minimiz(/s)ation of data,
collect (the) minimum amount of data, collect minimum data,
collection of minimum (amount of) data, accuracy, kept up-to-
date, storage limitation, limitation in storage, stored (for) lim-
ited time, lawfulness of processing, integrity, confidential(ity),
accountability, accountable, control

Table 4: Law user rights subset and principles keywords list.

November 3rd, 2020 for CPRA, May 23rd, 2018 for the UK Data Protection
Act, as we are interested only in references to the privacy laws and not other
uses of the same abbreviation (date filter column in Table 5).

Status and user type filtering. We only considered closed issues, as we
are interested in completed discussions (status filter column in Table 5). We
excluded content created by bots (indicated with Bot as user type or having bot
as part of the username that created the issue), since it cannot give many insights
into concerns developers actually have (user type filter column in Table 5) [36,
37].

Keywords merging. We removed issues that appeared in the dataset more
than once for different keywords of the same law using the issue ID (merged per
law column in Table 5). We did not use additional filters, e.g., for the language
being in English, as even issues in other languages referring to privacy legislation
are useful (for the manual issues analysis, we translated such cases to English).

12



Keyword # issues

collected date status user merged manual & final
filter filter type filter per law keywords

GDPR 102,192 102,042 53,671 36,923 37,091 34,467 31,589
General Data Protec- 1,558 1,551 1,018 975
tion Regulation
CCPA 5,743 5,713 2,826 2,669 2,689 2,306 2,063
California  Consumer 264 261 134 135
Privacy Act
CPRA 234 172 112 109 112 59 59
California Privacy 55 49 11 8
Rights Act
Data Protection Act 468 374 227 208 208 185 170
TOTAL # repos. 60,005 59,927 23,734 14,123 14,123 14,055 13,227
TOTAL # issues 32,820 (33,888 with duplicates)

23,063 with law names in title/body

Table 5: Dataset size per keyword.

8.6. Manual verification and precision calculation

After using the filters described previously, we performed a manual verifica-
tion process on a subset of the dataset using the issues in the merged per law
column in Table 5. This process allowed us to ensure that our dataset contains
relevant cases and few false positives. As false positives, we consider issues that
make reference to a law name, but are not actually law-relevant discussions. For
this purpose, we randomly chose a statistically representative sample of cases
from each law using Cochran’s formula [38]: 742 issues for GDPR, 534 issues
for CCPA, and 159 issues for the Data Protection Act. For CCPA and the
Data Protection Act, these numbers provide 99% confidence level for the sam-
ple selection with a margin of error £5% (assuming a population proportion of
50%), while for GDPR, 2% of cases were examined due to the larger number of
cases in the dataset (accounting for a confidence level of 99% with a margin of
error £4.68% for the same population proportion) [39]. In this process, one of
the authors (the first coder of the manual analysis of RQ1 and RQ2) examined
the set of issues, but this was performed without examining relevant commits
and source code updates, as when analyzing issues for the purpose of answering
RQ2. CPRA issues were considered a special case, as the abbreviation CPRA
also has other uses (e.g., in the dataset, it is also used for Calculated Panel
Reactive Antibody as in [40]), so all respective issues were manually examined.

Based on the manual verification of the samples, we calculated the pre-
cision values per law, as listed in Table 6, using the following formulation:

.. relevant _retrieved cases . :
precision = ———=————=——— [41], where we consider relevant issues that

refer to privacy laws. In the table, we are also reporting the confidence in-
terval for the proportion of relevant cases. Irrelevant issues for the case of
GDPR were indicating other systems’ descriptions or texts that included the
term GDPR [42, 43]. For CCPA, among the false positives we found irrelevant
cases, where the CCPA law was indicated as part of a job advert [44]. Cases

13



Law GDPR CCPA CPRA Data Protection Act TOTAL

Precision 0.88 0.86 0.53 0.86 0.84
99%  Confi- [0.83,0.92] [0.81,0.91] [0.53, 0.53| [0.82, 0.92] [0.79, 0.89]
dence inter-

val

Table 6: Dataset relevance per law.

like this one are difficult to detect without manual analysis. For the Data Pro-
tection Act, there were some cases that were referring to laws of other countries
(besides the UK DPA). 17 issues had references to Kenya/Rwanda/Uganda (4
cases), India (3 cases), Mauritius, Ghana, Singapore, Canada, Switzerland, Ger-
many, Australia, Denmark, France, PDPA without being more specific (1 case
each), while 19 issues were unclear (i.e., it was not feasible to exclude UK DPA
or find indication of a specific country). We kept the cases that were not EU-
based as relevant, because they still concern privacy law compliance discussions,
e.g., in the issue with title: “Create legal resource for India (IN) and the Digital
Personal Data Protection Act (2023)" [45]. The Data Protection Act keyword
is less specific than the other law terms used in the study. For CPRA, a large
number of irrelevant cases were found compared to the other laws due to the
other uses of the abbreviation.

3.7. Repositories filtering

Through manual verification, some cases of repositories with irrelevant is-
sues were found, and we decided to remove the respective repository issues from
the dataset with the resulting issues in manual & keywords column in Table 5:
rsyslog/rsyslog, wazuh/wazuh, wazuh/wazuh-qa, Cloud-Officer repositories, Ad-
guardTeam/AdguardFilters, webcompat/web-bugs, a large number of issues in the
repositories of woocommerce, remote-job-boards/software-engineering, qiaoyuet/
arziv_ daily. Details of the reasons for removing these cases are available in the
replication package [33].

8.8. BERT fine-tuning and classification, and duplicates removal

Since the total precision from the manual verification was 0.84, in order
to further improve the accuracy of our dataset, we used the manually labeled
dataset of the manual verification (as privacy-law relevant or not) to fine tune
BERT using bert-base-uncased model (BERT fine-tuning & classification
step in Figure 2) [46]. We used the maximum length of BERT for tokens (512
tokens) and fine tuned the model using the issues title and body text. Before set-
ting for BERT, we experimented with Llama-3 (1-8B) but the accuracy was very
low for this binary classification task (Llama is considered less suitable for clas-
sification tasks) [47]. The accuracy of BERT was very good: accuracy=0.9336,
precision=0.9590, recall=0.9627, f1 — score=0.9609. We run the fine-tuned
classifier on the filtered dataset that was the result of the manual verification
and repository filtering process. The last column in Table 5 reflects the final
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dataset size after the BERT binary classification. Although the final number
of issues for CPRA and Data Protection Act is very small, we kept it in our
dataset for a more holistic view on privacy legislation. We finally performed
Duplicates removal for issues that contain indications to more than one law.

3.9. Data analysis

Overview. For our qualitative and quantitative analysis, we used statisti-
cal analysis with descriptive statistics and thematic analysis. For the dataset
overview, we computed descriptive statistics and compared law-relevant and
non-law-relevant issues using the Mann-Whitney U test. We performed auto-
mated analysis and manual examination on a sample of the final issues dataset
(RQ1) and, when necessary, on the commits and changed source code (RQ2).
Manual examination allows for a nuanced understanding of the context and
subtleties of each issue, while automated analysis enables us to process a large
volume of data efficiently. Combining these methods improves the reliability and
depth of our findings. Manual analysis was combined with automated analysis
also in prior works: [48] manually analyzed 467 commits/pull-requests/issues
out of the 1,501 collected, while [9] analyzed a sample of 315 privacy-related
questions of Stack Overflow from the 1,733, where topic modeling was applied.

For the manual qualitative data analysis in RQ1 and RQ2, we adopted re-
spectively deductive and inductive thematic analysis [49]. In RQI, the user
rights and principles are known, while in RQ2 a bottom-up approach was re-
quired to define the categories similar to previous studies [50, 48, 51]. Two
coders (i.e., two of the authors), both computer scientists experienced in em-
pirical software engineering, participated in the analysis, both with expertise in
GDPR and Privacy by Design. One of the coders is an experienced researcher
(more than 15 years postdoc experience), whereas the second is a junior re-
searcher (software engineer and PhD candidate). Also three additional experts
performed a validation of the created taxonomy of RQ2. Issues in languages
other than English were translated using Google Translate with automatic lan-
guage detection.

RQ1 analysis. Automated analysis. For investigating the presence of pri-
vacy legislation user rights and law principles in developers’ discussions, we
performed a keyword search within the issue titles and bodies to see if there are
references to specific user rights and principles found in the legislation, using the
terms created in the Rights/principles keywords creation step of the methodol-
ogy (subset provided in Table 4). Due to the specificity of the legal terminology,
keyword-based search using the created list is more appropriate to answer this
RQ compared to other NLP techniques (e.g., topic modeling). We nevertheless,
experimented with BERT as described later. We performed the search using all
32,820 issues in the dataset, regardless of where the law name is indicated (in
title/body or comments of the issue), as there are many relevant cases where the
law name is indicated only in the comments, e.g., in linking repository features
with law compliance or referring to cookie banners [52, 53]. The search was
performed in the title/body of each issue.
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Sample selection for manual analysis. For sample selection for manual anal-
ysis, we chose a representative sample (using the sample function in the R
programming language). In this process, we used issues that make direct men-
tion to one (or more) of the laws in the title or body of the issue. This ensures
that our sample is highly relevant and reduces the likelihood of including unre-
lated issues. We used a sample of 1,186 issues, comprising approximately 5% of
the total of 23,063 issues.

Issues analysis, and Agreement/discussion. The coders analyzed all issues
independently (using a spreadsheet with the available issues), indicated whether
the issue included any of the user rights or principles of the laws, and marked the
main right or principle when present. A codebook was created for this process
that contains explanations for user rights and principles and is available in the
replication package of the work [33]. Coders spent a total of 2,016 minutes cod-
ing (slightly less than 5 working days), with an average of 1.7 minutes per issue.
There were 112 cases of disagreement that were resolved via the help of a third
author (senior researcher, with four years of postdoc experience) who provided
the final category for these cases after inspecting the respective issue. Inter-
coder agreement between the two coders was measured using Cohen’s kappa
(k = 0.846), indicating substantial agreement [54].

We then used this manually labeled dataset to fine-tune BERT, in order
to run the classification process on the whole issues dataset. As in the fil-
tering process, we used the maximum tokens of BERT (512 tokens). However,
the accuracy was very low (accuracy=0.6653, precision=0.5067, recall=0.6653,
f1—score=0.5614), so we refrain from presenting the results, finding keyword-
based search more suitable due to the law-specific terminology that is mixed
with other text within the issues.

RQ2 analysis. Issues/code analysis, and Categorization and taxonomy cre-
ation. Both the issue discussions and relevant commits and source code changes
(when applicable) were analyzed. The two coders (same as in RQ1) become
familiar with the issues content during the keywords creation, the manual veri-
fication of the dataset creation process and RQ1 analysis. The coding categories
were developed through a bottom-up iterative process conducted in two rounds.
This is in contrast to [13], where issues from Chrome and Moodle were manually
classified among existing categories concerning privacy-related requirements. In
the first round, 20% of the data (222 issues) was analyzed by the two coders,
who independently proposed categories with a naming of their choice as they
were going through the issues. Each issue could be assigned to one or more
categories. After this initial round, the two coders met to review all proposed
categories, finalize their naming, and agree on a final set to use for categorizing
the remaining elements in the dataset. The initial taxonomy consisted of 22 cat-
egories, after resolving any differences in terminology in the category names that
referred to the same concepts. In the second round, the remaining issues (80%)
were analyzed. During this second round, issues were placed under the agreed
categories but additional categories could be introduced by the two coders and
were discussed in the consensus meeting after coding. The two rounds of the
coding task took approximately six full working days per coder (2,490 minutes),
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with an average of 2.1 minutes per issue.

Agreement/discussion. The second coding round was followed by a meeting
between the two coders to resolve cases of disagreements in the categorization
of all issues from both rounds, along with discussing and deciding final names
for additional categories found. There were 297 cases of disagreement. A third
author (same third involved researcher as in RQ1) participated in this meeting
to assist in agreeing on the final category(/ies) for these cases. The third author
analyzed each issue under discussion independently and then discussed with the
two coders in order to reach the final category(/ies). The two meetings after
each coding round lasted two and six hours respectively. Upon completion of
the coding task and before the final consensus meeting, Cohen’s kappa was
k = 0.717, indicating substantial agreement.

Tazxonomy validation. In order to validate the clarity and the completeness of
the taxonomy, three external experts among our collaborators were recruited:
a technical leader and software engineer, a senior software engineer working
on data security and a senior researcher (working on GDPR compliance). A
codebook was created after the manual process was completed in order to assist
the validation process. The codebook includes definitions of each category, the
created clusters and an issue example for each category. The three experts were
given access to the codebook and to a short survey. The survey consisted of
three parts: 1) provision of comments to the taxonomy to assess the clarity of
the categories, 2) possibility to indicate if they believe any relevant category
is missing, 3) provision of five issue examples asking them to place them in
taxonomy category in order to assess their understanding. The codebook and
the short survey given to the experts are available in the replication package [33].
For further validation purposes, we collected an unseen dataset of 100 issues and
examined manually whether the same categories are applicable.

4. Results

4.1. Dataset overview and contextual comparison

Issues in the dataset have on average 4.65 comments and remained open for
approximately 69 days on average. From the 32,820 issues in the dataset, there
are 23,063 issues that mention a data privacy law in their title/body. The yearly
distribution of law mentions in the issues of the dataset is depicted in Figure 3
with most issues from 2018, where GDPR came into effect, followed by 2020,
which is the effect year of CCPA. Some issues make reference to more than one
law as would be expected, since repositories need to comply not only with one
law (after removing duplicates in Table 5). We compared the dataset with a
smaller dataset containing non-law relevant issues (we randomly collected 5,000
issues created between April 2016 and June 2024). After filtering out closed is-
sues to retain only user-created issues, we had 4,160 non-law relevant issues. We
used a Mann-Whitney U nonparametric test, since our data on comments and
the time discussions remain open do not follow a normal distribution. We found
statistically significant differences between law-relevant and non-law relevant is-
sues in terms of the number of comments (Z = —37.850) and the number of days

17



8000~

6000~

Law
| | ccPa
B crra
B oea
| coer
2000- I
. —IR

Year

£
(=1
=]
=]

Law mentions per year

2019 -

© ~ @
& 8’ R®
Figure 3: Law mentions in issues per year.

the issue remained open (Z = —41.581), with p < 0.01 for both dependent vari-
ables (descriptive statistics are shown in Table 7). This observation holds when
using a non-GDPR pull request dataset from prior work, after removing dupli-
cates and ensuring that no privacy law is mentioned in the pull requests’ title
or body in the existing dataset: 15,543 non-law relevant pull requests [10]. We
argue that comparing with pull requests is valid, as they contain similar data,
discuss updates, and are often merged with issues. The Mann-Whitney U test
showed statistically significant differences for both comments (Z = —45.304)
and the number of days the issue remained open (Z = —51.694), with p < 0.01
for both variables. We calculated the effect size using rank-biserial correla-
tion: r = —0.197, r = —0.216 when comparing with issues and r = —0.206,
r = —0.235 when comparing with pull requests for comments and days of open
issues respectively, indicating a small to medium effect according to Cohen’s
benchmarks [55].

4.2. RQ1. Presence of user rights and principles

Table 8 reports the findings from the automated analysis, using the list
of keywords created in the initial steps of the methodology and enriched with
ChatGPT (Rights and principles keywords creation step in Figure 2) but when
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Variable Issue type Mean Std. deviation

# comments law-relevant 4.65 30.992
non-law relevant 1.37 5.269
# days issue open law-relevant 69.02 189.235
non-law relevant 38.99 171.609

Table 7: Descriptive statistics between issue discussion types.

User right/Principle # issues % 4 issues %
automat. manual
User Right to erasure 1,137 3.46% 102 9.19%
rights  Right to opt-out (covering of sale or remove consent) 604  1.84% 27 2.43%
Right to access 522 1.59% 40 3.60%
Right to rectification 113 0.34% 4 0.36%
Right to data portability 61 0.19% 0 0%
Right to restriction of processing 38 0.12% 3 027%
Right to information 35 0.11% 24 2.16%
Right to object 29 0.09% 0 0%
Right to non-discrimination 7 0.02% 0 0%
Right to avoid automated decision-making 0 0% 1 0.09%
Right to limit use of sensitive personal information 0 0% 1 0.09%
Other  Consent/opt-in 4,425  13.48% 184 15.51%
rights ~ Cookies 4,216  12.85% 105 9.46%
Law Lawfulness, fairness and transparency 425  1.29% 2 0.18%
princi-  Integrity and confidentiality 232 0.711% 0 0%
ples*  Accuracy 89  0.27% 0 0%
Accountability 75 0.23% 1 0.09%
Data minimization 30 0.09% 7 0.63%
Storage limitation 4 0.01% 12 1.08%
Purpose limitation 3 0.01% 1 0.09%

*Control keyword not examined as being very generic

Table 8: Presence of legislation user rights and principles in issues.

comparing the results with the original keywords lists (without the ChatGPT
enrichment), we did not observe any differences. For this reason, the replication
package makes all keywords lists available (original and ChatGPT enriched) [33].
In general, references to specific rights and principles in the title/body are scarce
with the right to erasure, the right to opt-out, and the right to access being the
most popular rights in discussions, along with consent provision and cookies
that appear quite frequently. Among the principles, there is mainly indication
to lawfulness, fairness and transparency.

The results of the manual analysis are listed in the last columns of Table 8.
Overall, repositories pay attention to some specific user rights, i.e., right to
erasure, right to access, right to opt-out and right to information, but we found
scarce references to other rights, such as the right to rectification and only few
to law principles. The right to information is very rare in the automated results
but is easier to detect via the manual analysis (and hence the percentage is
higher), as issues indicate specific updates in privacy policies to include data
collection and user rights, without explicitly referring to the right. Handling
user’s consent for data collection and cookies are the top concern areas found in
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Figure 4: Privacy law compliance concerns taxonomy. Color bars on the right of each category
refer to overlaps with categories from prior work (dots show partial overlap).

both automated and manual analysis. During the manual analysis, some false
positives were found: 76 issues (6.41%). The percentages indicated in Table 8
for the manual analysis consider the 1,110 relevant issues.

Findings RQ1: 1) Not many issues make direct reference to legislation user
rights and principles. 2) Data collection and cookies consent are the two areas
that concern practitioners the most. The right to erasure, the right to access
and removing consent (opt-out) are the three most frequent user rights reposito-
ries discuss. 3) Principles are scarcely discussed directly, with manual analysis
finding storage limitation as the most common.

4.8. RQ2. Taxonomy of concerns discussed

The 24 final categories are depicted in Figure 4, where they are placed in a
taxonomy that was discussed and agreed among all authors. After the initial
creation of categories, only two more were added (Data visibility/anonymization,
and Library update) since all new data fit well into the categories already cre-
ated. The taxonomy consists of six clusters (the two coders created the initial
taxonomy and the other two authors made suggestions in terminology before
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reaching the final version): user rights and consent, compliance implementa-
tion, documentation, data storing/sharing, general compliance, and contextual
adaptability. The aim of the clustering was to provide more general categories
that correspond to the type of activity discussed in the issue and to connect
the categories to Privacy by Design. Although most issues were placed under
one category, some were placed under two or more (e.g., issue with generic title
“GDPR Compliance message" covering both Links to law information and User
consent categories [56]) and for this reason the total occurrences indicated in the
figure (in frequencies and percentages underneath each category and above each
cluster) are higher than the total number of issues examined (1,110, without
the false positives reported in RQ1).

Table 9 provides a short description for each category, along with relevant
examples (the categories are presented in the table from more popular to less
popular). User rights functionality and cookies appear fewer times compared
to the total occurrence of user rights and cookies, respectively, in RQ1, as some
cases are placed in other categories during the detailed categorization (e.g., some
cases may indicate user rights but concern primarily bugs or policy updates [57]).
In Other law-relevant feature, we have added cases not covered in other cate-
gories as new features or updates, while general issues of law compliance are
addressed in the General law compliance category. User rights and consent is
the most common case when performing updates and is discussed more among
practitioners. Issues with data collected for analytics (Laws and analytics cate-
gory) are also related to user consent, while some repositories choose analytics
software based on its compliance with privacy laws [58]. Other issues discuss
General law compliance of specific applications, as in [59]. Some issues contain
discussions on various topics, as in [60], where contributors discuss all the issues
they need to pay attention to due to the introduction of GDPR.

Category

Description

Issue title example

User consent

Mechanisms to allow users to provide
consent for data handling or relevant
preferences, or handle consent

Show privacy policy and log
user consent for GDPR com-
pliance [61]

User rights
functionality

Functionality related to user rights de-
fined in legislation

Privacy: Provide a means for
an atomic site owner to notify
all users of a breach [62]

Law in-
formation
page/policy

Creation/update of privacy policy or
law information page, including footers

Update translations for GDPR
Transparency [63]

Bug related law
functionality

Bugs encountered concerning law com-
pliance related functionality

Social ~ Share buttons are
only available for registered
users [64]

Cookie prefer-
ences and man-
agement

User provides cookies con-
sent /preferences or relevant func-
tionality

Opt users out of all cookies
that are not “strictly neces-
sary"” by default [65]
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Design for law
compliance

Considering law compliance when dis-
cussing system design/update, includ-
ing Privacy by Design

GDPR [60]

Laws and ana-
lytics

Integration and issues with analytics
(e.g., Google Analytics, tracking, ads)

Localytics € Adobe [58]

General law  General concerns for law compliance or  EU General Data Protec-

compliance general compliance functionality tion Regulation compliance
support? [59]

Typo,/UI Changes in Ul, including fixes in word- ~ Add GDPR (dark) design dia-

change ing and typos log before TOS [66]

Data storage Storage of data, including data reten-  Old users removed [67]

and access  tion duration and controlling access

control

Data  visibil- Defining which data are visible and How to anonymize ’Ip Ad-

ity /anonymizationwhich are/become anonymized

dress’ dimension 68|

Links to law in-
formation

Adding or correcting links to law
pages, e.g., to privacy policy, to GDPR

“Privacy policy" is not listed in
footer [69]

Law function-
ality per region

Differentiations in code relevant to law
applicability regions, e.g., EU, US

CCPA For California resi-
dents) [70]

Library update

Update to a new library version or li-
brary change

Remove  gatsby-plugin-gdpr-
tracking from OSS Site [71]

Documentation
update

Updating system documentation to re-
flect law compliance

Added GDPR api [72]

Other security
(encryption
etc.)

Application of any security mechanism

Encrypt & Decrypt Emails In
The Database [73]

Logging func-
tionality

Logging mechanisms in the system in-
cluding for auditing purposes

Optional console logging [74]

Law compli-
ance indication

Law compliance indication addi-

tions/updates in source code

GDPR Update [75]

Law  compli-
ance test

Testing related to law compliance fea-
tures

GDPR Compliance Assess-

ment UX Review [76]

Third-party re-
lation

Relation with third party providers or
software

Provide an ability to login with
third party services [77]

Adding new functionality for law com-
pliance not covered in other categories

Expose ‘get-gdpr-utils‘ as ap-
propriate [78]

Other law-
relevant fea-
ture

Law violation
concern

Raising concerns for law violations (ex-
isting or potential)

Checkout is loading Google
Fonts (Potential for GDPR
Violation?) [79]

Non-technical
issue

Any non-technical issue discussed

Authorisation: readonlyaccess
to filled in DMP/GDPR report
by other groups [80]

Data mini- Ensuring that only required data are  Only require e-mail for b2c
mization collected, as in law principles booking [81]

Many cate-  User rights functionality, Laws and an-  Google Analytics GDPR [82]
gories alytics
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User rights functionality, Cookie pref-  revoking consent? [83]

erences and management

Logging functionality, Data visibil- Option for masking wuser
ity /anonymization name. [84]

Table 9: Description of privacy law-related concerns discussed in GitHub issues.

Other cases discuss logging that includes user activity data, as in [74]. As
many GitHub issues refer to bugs, we have also encountered many discussions
and fixes on Bugs related with law functionality. Relevant documentation is
also a concern to reflect privacy compliance activities (Documentation update
category), and especially creation and updates to privacy policies and other
law-relevant pages, or links to them (Law information page/policy and Links to
law information categories), which are also relevant to the right to information.
Repositories are also making changes to mark Law compliance indication for the
system, whereas Law compliance tests for relevant law features are also found
in discussions and code changes. The enforcement of privacy laws is closely
related to the existence of security mechanisms that support privacy, such as
encryption, but these appear less frequently among the issues discussed (2.70%
of the issues examined). Data visibility/anonymization that is also relevant to
security practices is slightly more frequent in the discussions (4.23%). A very
interesting category has been created from the discussions that cover contex-
tual conditions, adapting Law functionality per region. Some categories are less
frequent and do not concern the majority of repositories (Third-party relation,
Law violation concern and Data minimization), even though they all cover im-
portant areas. There are also some less potentially important concerns, such as
Typo/UI changes, Library update issues and Non-technical issue discussions.

Taxonomy validation results. The experts completed the survey and
discussion with each of them followed afterwards. They confirmed that the cat-
egories are generally clear and well-structured. One expert suggested adding
Privacy by Design (or Architectural decisions) as an additional category, but
during the subsequent discussion with the expert, it was decided that this is al-
ready covered in a category we had already devised (Design for law compliance)
and in the categories grouping clusters. Privacy by Design was thus added in the
definition of the category. Another expert suggested some adaptations in the
descriptions that we adopted in the presented version (e.g., cookie preferences
instead of cookies preferences, relating logging functionality with audits). The
same expert suggested that anonymization falls under security practices (for
this reason we added the word other in the security category as it was initially
missing), and that data access should also be present (for this reason we added
access control together with data storage, as in the initial version only data
storage was indicated). The experts placed almost all of the provided issues
under the categories that were assigned in our coding process apart: one expert
placed [85] under Design for law compliance, whereas it refers to Law infor-
mation page/policy in our coding (as the file changes in the respective commit
indicates). We regarded the general result as indicator that the experts gained
a good understanding of the taxonomy.
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Variable Issue category Mean SD
# comments User consent 2.40 9.821
User rights functionality 2.00 3.753
Law information page/policy 1.55 2.735
Bug related to law functionality 3.29 .5.092
Cookie preferences and management 1.68 3.338
Design for law compliance 3.70 5.518
Laws and analytics 2.21 2.858
General law compliance 1.02 2.712
Typo/UI change 1.71 2.508
Data storage and access control 1.47 2.676
Data visibility /anonymization 2.97 4.433
Links to law information 0.85 1.986
Law functionality per region 1.31 1.401
Library update 1.04 1.846
Documentation update 1.04 1.567
Other security (encryption, etc.) 2.27 4.229
Logging functionality 1.89 3.296
Law compliance indication 0.47 0.834
Law compliance test 3.05 4.968
Third-party relation 3.00 2.944
Other law-relevant feature 1.31 2.243
Law violation concern 4.29 4.645
Non-technical issue 1.36 2.063
Data minimization 1.33 0.577
# days issue open  User consent 59.33  222.475
User rights functionality 86.32 257.517
Law information page/policy 24.20 105.455
Bug related to law functionality 75.82  200.936
Cookie preferences and management 52.70  162.560
Design for law compliance 193.93 353.348
Laws and analytics 37.41  80.907
General law compliance 25.17  76.091
Typo/UI change 49.63 174.354
Data storage and access control 67.49 208.528
Data visibility /anonymization 68.26 189.411
Links to law information 37.36  132.851
Law functionality per region 56.81 163.000
Library update 9.04 17.012
Documentation update 41.64 105.910
Other security (encryption, etc.) 21.15  54.297
Logging functionality 11.33  25.962
Law compliance indication 45.33  143.365
Law compliance test 13.95  23.648
Third-party relation 178.14 282.278
Other law-relevant feature 12.63  38.110
Law violation concern 34.86  31.924
Non-technical issue 18.27  29.080
Data minimization 21.67  34.933

Table 10: Descriptive statistics for comparison of issue categories.
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Moreover, we randomly used 100 closed and user-created collected issues
from April 2026 that were classified as law-relevant via the fine-tuned BERT
model. This sample size was chosen to achieve thematic saturation, a point
where subsequent issues analysis does not provide additional categories (achieved
after analyzing 76 issues). Prior empirical studies in software engineering sim-
ilarly used samples of this scale [86]. The analysis task was completed by one
of the authors. We found that all analyzed issues fit into the categories of the
taxonomy with the following top 5 categories encountered: User consent (21
cases), User rights functionality (17 cases), Logging functionality (11 cases),
Data wisibility/anonymization (10 cases), Design for law compliance (8 cases)
(frequencies available in the replication package [33]). Among those, we found
five cases that are relevant to creating skills for privacy law compliance for gen-
erative Al coding tools or to prompts and these were placed under the Design
for law compliance category [87, 88].

Categories and user rights/principles. Figure 5 illustrates the relation
between the taxonomy categories identified in RQ2 and the privacy-law user
rights and principles examined in RQ1. This helps clarify how taxonomy cate-
gories operationalize specific legal requirements, showing that the taxonomy is
connected to user rights and principles even though it was derived bottom-up
from developers’ discussions. The strongest links are concentrated around a
limited number of categories and user rights, especially between User consent
category and Consent/opt-in user right, Cookie preferences and management
category and Cookies, and User rights functionality category and rights, such
as right to erasure, right to opt-out, and right to access.

Categories comparison. We compared the categories to determine if there
are differences in the number of comments or the time an issue remains open,
depending on its category. To analyze this, we conducted a Kruskal-Wallis H
rank-based non-parametric test, using the number of comments or the days an
issue remained open as the dependent variables and the issue category (from
the manual analysis) as the independent variable. For this test, we used the 969
issues that belong to exactly one category, as each case must belong to only one
group. The results were statistically significant for both dependent variables
(x%(2) = 82.588, p < 0.01 for comments; x*(2) = 77.618, p < 0.01 for the
days the issue remained open), with descriptive statistics shown in Table 10.
The effect size, which we calculated using eta squared, was n? = 0.055 for the
number of comments and 7?2 = 0.050 for the number of days, indicating effect
close to medium according to Cohen’s benchmarks [55].

Discussions on law violations and design for law compliance tend to generate
more comments, indicating the importance of clearly defining necessary actions
when designing privacy features. Design discussions remain open longer than
other categories, possibly due to the need for more reflection or because they
might be further discussed in other issues specific for the implementation of the
respective functionality and be closed after the implementation is completed,
whereas potential violations do not stay open long. This pattern also applies
to security-related discussions and library updates, among others. Third-party
relations tend to stay open longer than other categories, requiring more time to

25



User consent
User rights functionality %
Cockie preferences and management
Law information pagedpolicy
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General law compliance ®Right to information
Data minimization ®Right io access
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Logging functionality ®Dats minimization
Cther security (encryption etc.) ®Right 1o restriction of proceasing
Documentation update @ Lawfulness, faimess and transparency
Law compliance indication @ Right to rectification
Third-party ralation @ Accountability
Library update ®Right o avoid autemated decision-making
Other law-relevant featura ®Right to data portability

Figure 5: Relation between taxonomy categories and privacy law rights/principles.

resolve due to involving external parties, and they also receive relatively more
comments.

Findings RQ2: 1) Practitioners discuss features/bugs, consent related is-
sues, documentation, data storing/sharing, adaptability and general compliance,
when it comes to privacy law compliance. 2) User consent related and user rights
are the types of functionalities usually discussed and added in GitHub reposi-
tories, followed by indications of bugs related with law-relevant activities and
cookie management and relevant user preferences. 3) Law violation concerns
and design for law compliance trigger more comments, while issues for design
for law compliance and third-party relations remain open longer.

5. Discussion

5.1. Findings

Our results indicate that practitioners are attentive to specific aspects, with
user consent provision being the most frequently discussed topic. It is the top
category in the categorization performed in RQ2 and is the right with the high-
est presence in both automated and manual analysis of RQ1. Users must give
their consent for data collection and the privacy policy when registering or us-
ing a system for the first time. Cookie consent, requested typically via cookie
banners, is also popular and captured in another category in our taxonomy ac-
counting for 8.74% of the issues examined manually — as a more specific case
of data collection — but is highly related with general user consent actions.
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Documentation-relevant updates that include primarily the privacy policy is the
top third cluster in our categorization (RQ2). Some important issues, such as
security mechanisms other than anonymization present in 30 issues of our man-
ual analysis (RQ2), are not discussed as extensively as we might have expected.
This suggests that these concerns are addressed separately from law compliance,
and thus were not captured in our dataset as they contain security-relevant ter-
minology (which we did not use for data collection purposes). Still, these issues
tend to remain open for fewer days compared to other categories because of their
urgency (21.15 days with five other categories out of the 24 remaining open for
an even shorter period). The manual validation of the taxonomy showed that
there are cases of providing instructions to Al agents, indicating that using Al
coding tools for compliance purposes is an emerging area.

Direct reference to legislation principles in issues was scarce both in the
automated and manual analysis of RQ1, which may be attributed to the fact
that difference terminology may be used when they are discussed (e.g., we found
cases of storage limitation in the Data storage and access control) category
of our taxonomy [67]). The connection between categories of RQ2 and user
rights /principles of RQ1 indicates that developers most often discuss privacy-
law compliance through implementation-oriented concerns rather than through
explicit legal terminology.

As some prior work has examined privacy-relevant requirements, we com-
pared our work with those works in Table 11. The main categories in the issues
created from GitHub issues in [14] evolve around feature requests, existing fea-
tures and bugs that are related with privacy, security, consent and regulation
compliance, that are more generic compared to our more detailed categoriza-
tion. The two categorizations are not contradictory nevertheless. Concerning
the categorization of privacy-relevant developers requirements that was created
by analyzing privacy laws and frameworks (GDPR, PDPA of Thailand, APEC)
by [13], the requirements in that work extend beyond software systems and are
thus more procedural than in our taxonomy. Comparing our work with that
of [12], who grouped issues into five categories, we find that the main categories
(consent and user rights) are present in both studies. All four studies make
reference to security concerns but compared to the existing three works, we are
reflecting more specific software development relevant concerns discussed by the
OSS contributors (e.g., Logging functionality, and Law compliance test are ex-
amples of such specific categories not found in prior works). For a more detailed
comparison between categories, color bars on the right of each category in Fig-
ure 4 show overlaps with categories from prior work (dots show only partial
overlap). Nine of our categories have not been captured in prior work, while
four are only partially captured.

5.2. Implications

5.2.1. Implications for practitioners
Paying attention to all compliance areas. Practitioners should ensure
that all issues commonly discussed (such as user consent, rights, and cookies)
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Clusters/categories Issues in [14] Categories Groups in [12]
in our work in [13]
Features: Bug related Bug with implication for - -
law functionality privacy, Bug with implica-

tion for consent interaction
Features: (mainly) User Feature request for privacy User partici- Data subject
rights functionality, enhancement /regulation pation, Com-  control rights
Other law-relevant fea- compliance, Existing fea- plaint/request, (included)

ture

ture with implication for
privacy

Breach

Consent related: Feature request for consent Notice, User de- Notice and con-
(mainly)  User con- interaction, Cookie banner sirability sent

sent, Cookie preferences missing

and management

Documentation Feature request for privacy Notice Notice and con-

documentation

sent

Data storing/sharing

Request for information
about stored data, Private

Data processing

information disclosed in
discussion
Adaptability:  (mainly) Feature request with impli- Local  require- -
Law functionality per re- cation for privacy/security ments (R65)
gion, Design for law com- under  Security
pliance category
General compliance: Feature request for security Security Data security

Other security (encryp-
tion, etc.)

enhancement, Bug with im-
plication for security, Exist-
ing feature with implication
for security

General compliance:
other categories

Other privacy-related is-
sues, Compliance evaluation

Data processing

General applica-
bility

Organizational
requirement

Table 11: Comparison of RQ2 results with prior work.
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are addressed in their systems, but they should also give attention to specific
user rights, which are less frequently discussed or sometimes not discussed at
all according to the results of RQ1 (e.g., right to restriction of processing, right
to object, right to avoid automated decision-making). Although rights, such as
the right to erasure and the right to access, are straightforward, there are less
clear rights, such as the right to restriction of processing and the right to data
portability. More attention also needs to be paid to core security mechanisms,
which are a requisite for privacy compliance but are not often discussed, as they
appear only in 2.70% of the issues manually examined in RQ2 [89]. Nevertheless,
security cases might have also been discussed as aforementioned elsewhere or
treated offline.

Making available guides on compliance. Currently, there is no cen-
tral location where developers can find guidance on privacy compliance. Even
though each software system has its unique needs, there are common items
(e.g., user rights) that organizations such as GitHub could make available as
good practices for privacy compliance, with the repository contributors’ consent.
Some systems make available relevant plugins for compliance (e.g., for Word-
Press, as we found among the issues examined manually in RQ2 [90]). Prior
work has indicated a need for more tools to support compliance, as developers
often place significant trust in enforcement by mobile application markets [91].

Providing solutions for compliance for popular areas of discussion.
We are providing a number of examples of how popular compliance areas are re-
solved in GitHub issues that we examined in RQ2, while future work is required
for an exhaustive list:

e User consent: Among other user consent functionalities, the software
system should ensure there is user consent for marketing emails, even
for guest visitors (example issue title: “CHECKOUT-4640 Allow guest
shopper to provide marketing email consent" [92]).

e User rights functionality: For the right to erasure, there are differ-
ent options on how to implement it, for instance, administrators can
delete users data when requested (example from issue body: “As an IT-
Administrator I need to delete files according to GDPR. In a lot of cases it
s required to make sure that a deleted file cannot be restored, so I need a
way to securely erase files in Powershell." [93]), or end-users can have the
possibility to delete specific entries they had added in the past (example
issue title: “[Feature] Delete a post" [94]).

e Law information page/policy: A privacy policy needs to be in place
and among the information it should contain, it needs to have a clear state-
ment about how and why data are processed (example issue title: “ Write
privacy statement" [95]), while it would be convenient if it is available in
different languages, so translation support is needed (example issue title:
“Make all GDPR pages translatable" [96]).
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5.2.2. Implications for educators

Creating educational material on areas less commonly discussed.
Our work (to answer RQ1) found that specific user rights are frequently dis-
cussed in issues, indicating a need for educational material on those common
rights, but also on rights that are less frequent, such as the right to rectification.
It would be beneficial to include privacy law compliance in software engineering
courses, as similarly suggested for law students concerning technology educa-
tion [97].

Policy makers offering guidance on law compliance. The insight on
the categorization of the concerns raised in RQ2 is also relevant for policymakers
who can assist in clarifying specific procedures for law compliance. According to
our contextual analysis, law-relevant issues received more comments than non-
law relevant issues and these issues also tended to remain open longer. This
suggests that law-relevant changes are more challenging and may require more
time to reach consensus among contributors and to be appropriately handled in
source code changes.

5.2.3. Implications for researchers

Creating automated tools and recommender systems for law com-
pliance in source code. The categories that emerged from our work in RQ2
highlight the need for automated mechanisms to target those specific categories
(e.g., anonymizing data as in Data visibility/anonymization category, or for fix-
ing law-relevant types as in Typo/UI change category). Recommendations for
implementing privacy law compliance have also been emphasized in previous
work [91]. Research aimed at suggesting appropriate methods for handling law-
relevant concerns discussed in issues is needed so that relevant tools can be
integrated into GitHub and other issue tracking systems.

Making law compliance faster. Accelerating the law compliance process
is also an important research direction, as our results show that these tasks take
longer to handle (compared to non-law relevant issues and pull requests). Al
coding tools can assist in this direction, as they may help developers in exploring
implementation alternatives or drafting compliance-related functionality more
quickly. They cannot though be relied upon alone to guarantee secure or legally
compliant outcomes [98]. According to prior work, there is currently a very small
number of developers employing generative Al tools in order to meet the privacy
requirements of the software they are developing, and a lot of manual effort also
needs to be put to ensure these requirements are respected [99]. Policy as Code
tools, such as RuleKeeper that assists in automatic enforcement of GDPR, can
also be considered in combination with the results of our work [100].

6. Threats to validity

External validity. We collected issues from GitHub, but repositories with
external issue tracking systems were not included. However, GitHub hosts a vast
number of OSS repositories across various domains, so we believe our findings
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are broadly representative of general developer practices related to privacy law
compliance in the open source community. Concerning proprietary software, as
we did not study industrial issue tracking systems, different privacy concerns
may arise as most popular. We also did not consider other sources where privacy
legislation might be addressed, such as pull requests or code comments. This is
mitigated by the fact that issues serve as a primary discussion space on GitHub,
where key compliance concerns are likely to be raised and documented. Future
work could, however, focus on these aspects as well. Our manual analysis was
restricted to a sample of the dataset, and the relevant percentages (mainly for
the categories that were only manually assigned) may differ when considering
the entire dataset or sources outside of GitHub. Nevertheless, the sample size
used was statistically representative (5% of the whole dataset) and thus captures
the main trends effectively.

Internal Validity. We do not expect our work to be affected by internal
validity issues, as we relied on commonly used APIs and libraries for data col-
lection and analysis (of R and Python programming languages). The GitHub
API is the official way for retrieving up-to-date data from repositories. The
manual effort put in the filtering steps may hinder reproducing those steps of
the process.

Construct Validity. Even after careful filtering and extensive manual verifi-
cation, the dataset contains some false positives, as found in the sample used
during the manual analysis for RQ1l. We primarily used keyword-based and
manual filtering to emphasize human analysis alongside BERT binary classifi-
cation, while we experimented with BERT for RQ1 and RQ2 and obtained low
accuracy as it seems to miss law-specific terminology. In the manual analysis,
we examined each issue individually, which may have affected the categorization
in cases where an issue is linked to other issues. Despite the filtering measures
during the dataset construction, we cannot determine whether the initial data
collection omitted relevant cases from GitHub, as this is impossible to control
or verify. The generic Data Protection Act keyword with a few occurrences of
issues from jurisdictions other than EU and US, gave a slightly broader scope
to the study. Given also our extensive verification, missed cases are unlikely to
affect the overall results.

Conclusions Validity. In some cases, the exact concern of the issue is not
clear, as it may not be explicitly stated (e.g., data minimization might be indi-
rectly addressed by collecting minimal user data), which may have affected the
categorization in RQ2. In general, the work relied heavily on the manual coding
of the authors, which may be prone to human error. We mitigated this threat by
performing the manual analysis in iterations (in RQ2), using two main coders
along with a third author for cases of disagreement (in RQ1 and RQ2), and
combining it with automated analysis. Moreover, the categorization is based on
developers’ views. A fully user rights/principles-based taxonomy would require
a different, more normative analysis. Another potential threat is the size of is-
sues selected for taxonomy verification purposes (100 issues). To assess whether
another sample size would affect the findings, we performed a stability check.
We observed that no new categories from the taxonomy emerged after analyzing
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76 issues. Increasing the sample size to 100 did not affect the findings.

7. Conclusions

We analyzed 32,820 GitHub issues from 13,227 repositories related to pri-
vacy law compliance, focusing on major privacy laws, such as GDPR, CCPA,
CPRA, and the Data Protection Act. Our analysis revealed that the most
frequently discussed user rights are the rights to erasure, access, and opt-out.
Through manual analysis of a subset of the issues, we identified 24 categories of
developer concerns that we grouped into six clusters: user rights and consent,
compliance implementation, documentation, data storing/sharing, general com-
pliance, and contextual adaptability. Our future work will further validate our
findings through extended surveys and interviews with contributing software
engineers to complement the existing taxonomy validation. We also plan to
explore the potential of LLMs for handling main privacy development concerns,
and will examine suitable mechanisms for achieving data privacy compliance.
We will finally investigate Policy as Code mechanisms to integrate solutions for
privacy concerns in the framework of Continuous Integration [100].
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